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A Comparative Study of Chinese and ISO Information Security Standards
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(School of Information Management, Sun Yat—sen University , Guangzhou 510006 )

Abstract; [ Research purpose] Information security standards, as guiding documents for information security assurance, play a vital role
in protecting our country’s information security. It is necessary to compare the differences between Chinese and ISO information security
standards to find problems and keep up with the development trends. [ Research method | In this study, 402 Chinese national information
security standards and 378 ISO information security standards, as well as 71 Chinese in-research standard plans and 82 ISO in-research
standard plans were compared and analyzed through bibliometrics and knowledge graphs. [ Research conclusion ] The study found that Chi-
nese national information security standards slightly outperform ISO in terms of size and update speed. From the aspect of themes, Chinese
national standards focus on the development of technical and application standards, and have surpassed ISO. However, China is relatively
backward in terms of information security management system and privacy protection. In addition, there is still room for improvement in
the efficiency and completion of standardization work of China.
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